AbOnlinEnglish - Year 10 (After Prep) - Theme 8 - Crime in Society Reading

YEAR 10 (AFTER PREP) - THEME 8 - CRIME IN SOCIETY

Reading

Bandits Without Borders - Justice in the Digital Age Hazirlk Sonrasi 10. Sinif

Name - Surname Class No Date

Aim Understand the main idea and details, make inferences and connect the text to your own life.

§) Beforeyouread

Make predictions before you read.

1. What do you think the title 'Bandits Without Borders' might mean?

2.  Have you or someone you know ever received a suspicious message online? What happened?

Bandits Without Borders

1 Acentury ago, a bandit needed a horse, a weapon and a lonely mountain road. Today's most
successful criminals need none of these things — only a laptop, a stable internet connection and a
convincing lie. Cybercrime has turned the whole planet into a kind of open territory, where a thief in
one country can empty a stranger's bank account on the other side of the world without ever leaving
their chair. Because these crimes cross borders so easily, catching the people responsible is far

harder than catching a bandit on a single road.

2 Many cybercriminals don't break into computers at all — they trick people into opening the door
themselves. This is known as phishing: sending a message that looks like it comes from a bank, a
delivery company or even a friend, designed to make the reader click a link or hand over a
password. The most dangerous scams don't rely on clever code; they rely on urgency and fear,

pushing victims to act before they stop to think.

3 Fighting back doesn't always require expensive software. Simple habits — using a different password
for every account, thinking twice before clicking an unexpected link, and turning on two-factor
authentication — stop the vast majority of attacks before they start. Cyberspace may feel like bandit

territory, but every careful user makes it a little less lawless.
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a While you read 5 x 2 pts

Circle the correct option.

1. What is the main idea of the text?
@ Cybercriminals always use highly advanced computer code.

@ Modern cybercrime crosses borders easily and often relies on tricking people rather than complex

hacking.

@ Phishing emails are impossible to prevent.

2. Tricking someone into clicking a link or giving away a password by pretending to be a trusted sender is
called

3. According to the text, what do the most dangerous scams rely on?

@ expensive software @ urgency and fear @ weapons

4. According to the text, cybercrime is harder to stop than traditional crime partly because it crosses
borders so easily. [ Correct [ Incorrect

5.  The text suggests that using a different password for every account and turning on can
prevent most attacks.

E) After you read

Write short answers. Then compare with a partner.

1. Which safety habit from the text do you already follow? Which one will you start?

2. Why do you think cybercriminals often target people's emotions rather than their computers?

) Beforeyouread

Make predictions before you read.

1. What do you think 'poetic justice' means? Can you think of an example from a film or story?

2. Do you think online crimes are punished as seriously as offline crimes? Why or why not?

Justice in the Digital Age

1 When a burglar breaks a window, the evidence is easy to see. When a hacker breaks into an account,

the evidence is a string of invisible code, and that makes justice much harder to deliver. Courts
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around the world are now training specialist judges and detectives simply to keep up with crimes
that didn't exist twenty years ago, from ransomware attacks on hospitals to the theft of millions of

people's personal data in a single breach.

Poetic justice — the idea that wrongdoers eventually get the punishment they deserve, oftenin a
fitting or ironic way — has always fascinated storytellers. In the digital world, this sometimes
happens by accident: a scammer's own device gets infected by the same malware they used on
others, or a hacker is caught because they bragged about the crime online. Real justice, however,

rarely arrives so neatly; most cybercriminals are never identified at all.

That's why fairness in the digital age depends on more than punishment after the fact. Companies
are expected to protect the data they collect, whistleblowers who expose wrongdoing deserve legal
protection rather than punishment, and ordinary users need clear, simple laws they can actually
understand. A just digital world isn't only about catching criminals — it's about building a system

where trust is earned and protected in the first place.

220 words

€) Whileyouread 5 x 2 pts

Circle the correct option.

1.

What is the main idea of the text?
@ Digital crime is always punished quickly and fairly.
@ Delivering justice for digital crime is difficult, and fairness requires more than just catching criminals.

@ Poetic justice always happens to cybercriminals.
The idea that wrongdoers eventually get a fitting or ironic punishment is called

According to the text, why is delivering justice for hacking often harder than for burglary?
@ Hacking evidence is invisible code, unlike a broken window.

@ Hacking is not actually against the law. @ Judges refuse to study new types of crime.

According to the text, most cybercriminals are eventually identified and punished.
(] Correct [ Incorrect

The text says people who expose wrongdoing, known as , deserve legal protection.
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E) After you read

Write short answers. Then compare with a partner.

1. Why might 'poetic justice' happen more often in stories than in real life?

2. What responsibility do you think companies have to protect the data they collect from us?
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